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Problems With Centralize&torage 4
and IP Cameras

Industryfollowstraditional data center designs

i  The Assumption:Whatis best for information systems is
bestfor videostorage

Assumptionswere wrong:
i LCY 5SaAir3ayduwerst 2 N
Video:Onlyneedsa few users
i IT:. Designed for centralized data
VideomnnQa 2NJ mZn
aredata sourceg at the edge
of the network
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IP Video Is Really ensor Network vieeoia

x  Typical enterprise server: 50% rea®0% write

i Video survelllance: 1% rea®9% write
i Only 1% of recorded video is played back
i Requires new server designs for continuous recording

x |T: A few servers will run dozens of apps
i CCTV: Servers can only record video
i Prevents server consolidation & data center optimization

x  Data: Sent as fileg adjusts to available bandwidth

i Streaming video: Must have required bandwidth

i Strains WANs and wireless networks
it L¢ YFYylFI3aISNE R2y Qi fA1cS GKAaA
forcing separate networks for video
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System Reliability Problems VIDEOIQ

< |f network goes down, all video recording stops
o {SOdzNAGe YIylF3asSNBR OFyQd N
i  Separate networks for videequired

x  Single HDD failure endang&<32 cameras

x  RAID storage and fasver management needed

i RAID5 no longer adequate R,
i New RAID architecturgequired Sbirem
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Table 1—Site TCO with a Constant $1,000,000 Rate of 1U Server Spending /
Year Compute Units | Server Spend | Server kW Site Capkx 3-Year Site Site | 3-Year Site 3-Year Site TCO /
per $1.0M Electric TCO Server Spend
(Year 2000 = 1)
2000 1 $1.0M 32 kW $0.770 M $0.130M $D.46DM/ 46%
2003 5 1.0 63 1.500 0.260 0.910 / 91
2006 27 10 125 3000 0 500 ‘I_S‘ID¢ 181
2009 140 1.0 247 5 800 0 980 3510 351
2012 729 1.0 482 11.600 1.950 7.000 699

From:The Invisible Crises in the Data Center: The Economic Meltdowr

__

a 2 2 NB Qiy Kénheth G. Brill, 2007, Uptime Institute
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Maintenance and Data Center Costgoeoa

x  New data centers now cost $5000M$1B to build
i These costs are rarely calculated in costs of IP video system:

x  Every $1,000 in server costs adds $1,000/yr in upkeep

i Power consumption, cooling, overhead and maintenance

x  HDD falilures are #1 equip proble
i  HDDs will fail every-8 years

x  RAID storage adds more cost

i Continuous recording creates errot
i RAID 6 now required with THEDDs

x 10Xincrease in data storage | -
projected over next 5 years!!!| ="
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Intelligent Camera with Buikin NVR vibEola

IntelligentNVR
Months of
Storage

VideolQ Pattern
Driven Analytics 2-WayAudio
over [P Video Management

Software

Pixim
Ultra Wide 8 %
Dynamic Range S lERLESSS
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How Do Video Analytics Work? VIDEOIQ

¢ Sophisticated processing analyzes video
A Automatically recognizes people, vehicles and boats
A lgnores animals, rippling water, trees blowing in the wind, etc.

¢ Professional integrators configure rules
A Crossing a virtual fendeane

A Loitering, unauthorized parking, etc.
A Entering a marked region of interest
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Solving the Bandwidth Problem VIDEOIQ

185 Mbps

Recording

Viewing

2 Mbps
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ICVR H.264 MPEG4A MxPEG JPEG200( JPEG

IT managers love reducdohndwidth
Security managers lovenmunity to network downtime




Bandwidth Problems with IP Video vbEola

x [ Saa OGKFIYy mM: 2F OARS?2
0 99% of bandwidth is wasted with central storage

x  Bandwidth for surveillance is growing
i More cameras, higher resolution, faster frame rates

x WAN, Internet and wireless networks are limited

i  Most DSL lines max out at 384 kbps upload
i  ISPs put bandwidth caps on users

x  Streaming video requires minimum bandwidth

i However, video sent as a file adjusts to available bandwidth!
i  Even works over cell phone networks

x a2dl0 A0NBIFIYAYy3I LINRP(G2O02

i  Sending video as a file over HTTP is guaranteed

__
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Improving IP Video Reliabllity VIDEOIQ
Conventional IP .D+ !(. _

Competition has bandwidth issues, systanue
network and storage outage risks

’N View Monitoring Station
iICVR System v Teimmeim ‘

IP Network —
Edge architecture solves bandwidth issues
and failure risks




Solvingthe Hard Drive Failure s
Problem

1GB Recordsto hard drive every 45 hours>-

ReducingHDD Poweion Hours with Cold Storage:
o Poweron hours determines lifespan éfard Drive

o 1GB soliestate memory stores video continuously
¢ Life expectancy foSLC flask 4050 years

6 Hard drivesleeps over 90% of the time

¢ Wakes um few minutes every-% hours
o Extenddhard drive life expectancy to more than 10 years
o Who wants to change HDDs in cameras evebyaars?
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The Storage Cost Problem VIDEOIQ

3 CIF resolution

A 352 X 240 pixels ~~ —) |

A Typical DVR record rate:
A 5 fps, 30 days, MPE4
A Storage cost $100

3 D1 resolution
A 704 X 480 pixels —>
A Desired record rate:

A 15 fps, 30 days
A Storage cost $900

3 9X the cost
3 9X the bandwidth

Intelligent storage
solves this problem




A

Smart Storage in the Camera VIDEOIQ

x High qualityvideo Is onlyneeded for

Important events

u  Continuous recording at traditional DVR quality

u  Save even more storage costs by only recording
alarms

x High quality video is critical for court

evidence

o If bandwidth is free and storage is cheap, why Is
everyone recording-5fps at CIF resolutiéh
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Smart Storagesaves Money VIDEOIQ

x How can recordingh camera cost less?

u  Whena 1 TB HDD costs only $150?
o What can be cheaper tha$32 cameras orone drive?

x 1 TB servers coftl,500today ¢ not $150
i CKFGQa wmn- 2@SNKGE632Ramerasa U
o There is no overhead for recording in tb@mera

. D1@30fps, H.264, 30 days = 160 GB

i 6 cameras/1TB server = $250/camera
i Plus data centetosts: $250/Camera/Year

o ICVR: $200 gets you 160 G®ith intelligentstorage
and hard drive life extension
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The ICVR Scalable Advantage VIDEOIQ
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The Complexity oCentraIizedStorage/'D'EO'@
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VIDEOIQ

Analyticsand Storage in th&€Camera
Simpler and ReduceArchive Storagel X
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Wireless Networks: “A

VIDEOIQ
Increase Camera Capacity by 20X

i)
(b

Internet ((ll”! J k 4“ I’)
l|))¥ «” |”)

Wireless Network

\ Remote Site /

f - =

Remote Officel
\_ Y

out Central Monitoring Station
\_Campus Buildings/ \ & Data Center /

___



LA

Other Key Elements for New Systenyreeoie

x  Protecting the video stored in the camera
i Sending alarm clips remotedyrequires intelligence

i Cli ' d
u IpS are senn Seconds eaamrs T
Drag a o ere to group by that co
Ack | Date Time Rule Camera Region/Line of Interest | Duration Object Activity
- W 4/16/2009 3:41:35PM  Parking Lot Rule CAM Parking Lot ROL 00:00:13 Vehicle Object present in ROI
x C e n t ra I a rC h I Ve Of eve n t B 4/16/2009 3:36:43PM  Parking Lot Rule CAM 7. Parking Lot ROI 00:00:08 Person Object present in ROI
W 4182 3:36: t Rule CAM 7! Parking Lot ROI 00:00:05 Person Object present in ROL
] 4 0 ce R A
- F h 1 h 1 [ ] ot Rule CAM 7] Parking Lot ROI 00:00:10 Person Object present in ROL
u 0 r I g S e C u r I ty a.p p S m 4 Rule CAM 7. Parking Lot ROI 00:00:06 Vehicle Object present in ROI
. 4 CAM 7] Parking Lot ROL 00:00:07 Vehicle Object present in ROI
X . - m 4 CAM 7. Parking Lot ROI 00:00:06 Vehicle Object present in ROT
u A rC h I Ve at n I g h t m 4 CAM 7. Parking Lot ROI 00:00:05 Person Object present in ROI
| 4 CAM 7. Parking Lot ROI 00:00:17 Person Object present in ROT
m 4 CAM 7; Sidewalk ROI 00:00:13 Person Object present in ROI
m 4 CAM 7. Sidewalk ROT 00:00:07 Person Object present in ROI
<

X Intelllgentdlagnostlcs
Scene change warning

Camera disconnect alertes=" - dt= §
Storage failure alarm ‘

Every camera should

have these capabilities

G- - N e
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Watch Out For Imitations VIDEOIQ

x Analytics Iin the camera without storage

i Only saves bandwidth if you give up continuous recording
i You can never go back later to see what you missed
u . 2dz OF Yy VY SO@SNJ LINR@Ben imfortant RA Ry Q
i You can only record events you planned for ahead of time
x Analytics in a central server

i  All the same problems as above

i If full analytics are done in the server, bandwidth is even worse
because you need high quality video streamed

x Flash memory in the camera for storage

i  Limited to hours or days of continuous recording
i  Will that replace your DVR or NVR?

x 52y Q0 0S F22ftSR o0& | RQI
i 10Xc 100X worse than true analyticeespecially outdoors

B
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Video Monitor Walls are Disappearingoa

¢ Why? The real problem is recognitiannot visibility
A People are ineffective after 20 minutes of staring at a monitor
A The human brain cannot watch nothing happen for long

A TV shows often added to monitor walls to keep eyes engaged
A How effective can that be?

A The problem is finding the one important image out of thousands
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How Fast Can You Spot the Intruder?, = o

Auto Lot, New Jersey Construction Site, NY  Company Parking, MA
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The Importance of Intelligent Video iioia

Aut Lot, New Jersey Constructlo Site, NY  Company Parklng MA
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Cost Effective Proactive Monitoring vbEoIQ

Traditional video:
s Oneoperator watches 16016 cameras

With outdoor sensors:

s Oneoperator watches 106150 cameras

6 But, outdoor sensors significantly
Increase cost ahstallation

With video analytics
s Oneoperator watches 1,000€ameras
6 Requires true video analytics

s Video motion detection produces
10X%100X as many false alarms




